Secure Transmission of data packets in Wireless Sensor Networks is an important area of Research. There is a possibility of an attacker creating security holes in the network. Hence, network security and reliability can be achieved by discovering random multiple paths using multiple domains, and forwarding data packets from the source node to the destination node. We have designed, Multiple Domain Routing with Overlap of Nodes (MDRON) and Multiple Domain Routing Without Overlap of Nodes (MDRWON) algorithms, in which packets follow multiple optimized paths simultaneously. The Special node algorithm searches the node which has maximum power and these nodes are used for transferring the packet from one domain to another domain. Simulation results using MATLAB shows that performance is better than Purely Random Propagation (PRP) and Non Repetitive Random Propagation(NRRP) Algorithms.
Introduction
Wireless Sensor Networks (WSNs) consists of a large number of ultra-small, low-cost, battery-powered devices that have limited energy resources, computation, memory and communication capabilities. WSNs are often deployed in a vast terrain to detect events of interest and deliver data reports over wireless path to the sink. WSNs are used in environment monitoring, military applications, home appliance management, commercial applications, etc.. The major services of security are: Confidentiality, access control, authentication, non-repudiation and integrity. Conf identiality : It means the data to be transmitted should be protected from passive attacks. Access Control : It is the capability to control the access to host systems through the communication links. Authentication : It assures that the communication is established between the authentic user. It provides confidence in the identity of the entities connected and assures that the received data is from the claimed source.
N onrepudiation : It provides the proof that the message was sent or received from the specified device. Integrity : It assures that the received data is exactly the same as it was sent by the authorized entity.
Even in the presence of security protocols, the adversaries are able to break the cipher text and find the plain text. Data security is essential for critical applications to work in hostile environments. It is easy for the attackers to inject malicious data messages or alter the content of legitimate messages during hop forwarding of data, due to the wireless environment in sensor networks.
Thus, in sensor network communication, it is essential for authentication mechanisms to ensure that data from a valid source is not altered during transit. In this paper, we have focused on node compromise attack.
Motivation : Data packets are usually forwarded from one node to another using single or multiple hops in WSNs. The adversary observes the traffic during routing and tries to compromise with the nodes, thus altering the data transfer, hence, the improvement over security and reliability has to be addressed.
Contribution:
We have considered multiple domains for secure routing in WSNs. Special nodes will be discovered from the domains using special node generation algorithm. Nodes with maximum power availability in respective domains are considered as special nodes through which the domains communicate and secure communication link is established between any two domains.
Organization
The rest of the paper is organized as follows: Section 2 discusses briefly the related work.The background of the work is explained in Section 3. Section 4 describes the architecture of the network model. Section 5 states the problem definition.
The algorithms are discussed in Section 6. Section 7 gives the description of implementation while the performance of the algorithms is analysed in section 8. Conclusions are presented in Section 9.
Literature Survey
Yun et al., [1] discuss many security challenges, attacks, security requirements, key distribution schemes, authentication, integrity, secure routing, intrusion detection and countermeasures, active attacks, denial of service. Chris et al., [2] proposed threat models and security goals for secure routing in Wireless Sensor Networks. They introduce two novel classes of previously undocumented attacks against sensor networkssinkhole attacks and Hello floods. They have shown, how attacks against ad-hoc wireless networks and peer-to peer networks are adapted into powerful attacks against sensor networks. Security analysis of all the major routing protocols and energy conserving topology maintenance algorithms are proposed for sensor networks.
Chih-Yung et al., [3] propose a protocol, (S-RGP) Active Route Guiding Protocol for a Single Obstacle that actively constructs the forbidden region for the concave region as soon as the obstacle is formed. The selected boarder nodes and forbidden-region boundary nodes prevent the packets from visiting the concave regions but guide the packet to the best route. The Route Guiding Protocol for Multiple (M-RGP) integrates the information of newly and previously formed obstacles and dynamically guides the packets to the best route. Anfeng et al., [11] formulated the secret-sharingbased multipath routing problem, i.e., threephase disjoint routing scheme called Security and Energy-efficient Disjoint Route (SEDR) as an optimization problem. Min-Ho et al., [12] proposed a new group key management scheme for multiple multicast groups, called the Master-Key-Encryption-based Multiple Group Key Management Scheme. It exploits asymmetric keys, i.e., a master key and multiple slave keys, which are generated from the proposed master key encryption (MKE) algorithm, is used for efficient distribution of the group key. It reduces the storage and the communication overhead. Asmae et al., [13] have discussed attacks such as eavesdropping, traffic analysis, disruption, hijacking, physical attacks such as an adversary may physically damage the hardware to terminate nodes, security goals, security challenges such as timing obfuscation, topology obfuscation, secure aggregation, aggregation with privacy.
Background
Shu et al., [8] developed four distributed schemes for propagating information, First, Purely Random Propagation (PRP), that uses only one-hop neighborhood information and provides baseline performance. Second, Directed Random Propagation (DRP), which utilizes twohop neighborhood information to improve the propagation efficiency, leading to a smaller packet interception probability.
Third, the Non Repetitive Random Propagation (NRRP), records all traversed nodes to avoid traversing them again in the future. Fourth, the Multicast Tree-assisted Random Propagation (MTRP), propagates the parts of data in the direction of the sink, making the delivery process more energy efficient.
Problem Definition
Consider a given Wireless Sensor Network consisting of M sensor nodes. Let c n nodes compromise with the adversary in the same network due to node compromise attack, then, the packet delivery ratio decreases.
Hence, security must be provided against compromised node attack and increase the packet delivery. The main objectives of the proposed work are:
1. To randomly select special nodes to establish communication in multiple domain to avoid node compromise.
2. To discover multiple routes from source node to destination node, considering multidomain approach.
3. To increase packet delivery ratio, reduce packet drop and increase throughput.
Network Model
In this work, Secure multipath routing algorithm is developed to overcome Compromised Node attacks. Instead of selecting paths from a pre-computed set of routes, the goal is to compute multiple paths in a randomized way each time an information packet needs to be sent. A large number of routes are generated for each source and destination. The goal is to compute multiple paths in a randomized way and establish a route between any two nodes present in two different domains.
Assumptions
1. Initially all nodes are randomly deployed.
2. Each node transmission range is 100-200 meters.
3. The node with maximum power availability are considered as special node. These nodes cannot be a compromised node.
4. Multihop relay is used if the intended destination is more than hop count away from the source.
Multiple Domain Routing Algorithms
If the given network is considered to be a single domain then the node selects the neighbor node as the intermediate node or the node which had already traversed. This leads to looping of the path and the packets revolve within the loop or reach the destination node with a delay. Due to this, it is easy for the adversary to compromise with the looped node. In order to overcome this problem, the given region in a Wireless Sensor Networks are split into multiple domains. Each of the domain selects a special node randomly for every n iterations. The nodes within one domain routes that data to another node in another domain using the special nodes. A multipath routing algorithm for multiple domains is developed that can overcome compromisednode attack. Instead of selecting paths from a pre-computed set of routes, the goal is to compute multiple paths in such a way, that each time it takes, a different path to transmit the information. To achieve this, an algorithm for Secure Multiple Domain concept is proposed for establishing the path between different domains through which the information is routed securely. The path is established with overlapping and without overlapping of nodes. In both the cases, the algorithm is implemented in two phases: (A) Special node selection Phase and (B) Path Selection(Tracing) Phase.
Special Node Selection Phase
In the first phase, the N nodes available in the region of interest is split into four domains. Each domain has uneven number of nodes which is the subset of N nodes. Then, the special node is selected in each domain using game theory as shown in Table 1 . At a particular instant of time the power available in each node is determined. Then, the node with maximum power is selected as the special node as discussed in Algorithm 1.
6.2. Path Selection Phases 6.2.1. Multiple Domain Routing with Overlap of Nodes (MDRON) In the second phase, the data to be transferred from the source node to the destination node in a particular coverage area is split into smaller packets by applying Linear Block Code (LBC) concept. A counter is used to keep track of the random selection of special node and special node table is updated regularly with the node IDs which were selected as special nodes. This table helps in avoiding the same node being selected again. The routing table is updated based on the neighboring nodes. It verifies if the neighboring node is a destination node, and the data packets are transferred to the destination. If the node is other than the destination node, then, it checks if there exist a special node, then the data packets are transferred through these nodes from one domain to the other domain. If a special node does not exists then, it selects the neighbor node randomly, In both the cases, once the operation is performed, the counter value is decremented by one until it reaches zero. When the counter value is zero, the data packets are routed with minimum number of hops as discussed in Table 1 . When the counter value is greater than zero, then, the source and destination nodes are assigned for a particular coverage area. In MDRON, the packets routing through the WSNs traverses through the same node thus, forming a loop sometimes. Due to this looping effect, there is a possibility of the data packets being lost or there might be a delay in the data packets reaching the destination, resulting in reduced packet delivery ratio.
Multiple Domain Routing Without
Overlap of Nodes (MDRWON) The special node is selected in the first phase. In the second phase, the counter is initialized. The details of the neighboring nodes are updated in the routing table. If the selected node is a destination node, the data is transferred to the destination node. If the node is other than the destination node, it checks if there exists a special node. If it is not a special node, then the neighbor node is picked which is nearer to the special node.
The details of the selection of the node is compared with the routing list. If the node is earlier selected during the process of routing, then, its ID will be present in neighbor list field. It checks if any other node is available which is not used during the same trip and their ID is not available in the neighbor list field but should be present in neighbor list). If such a node is available, that new node acts as an intermediate node for transferring the data packets. At the same time, the routing table is updated and the value of counter is decremented. The present intermediate node becomes a source node and the process is repeated until the counter value reaches zero. When counter value reaches zero, minimum routing takes place. The algorithm for multiple domain routing without overlap of nodes is discussed in Algorithm 3. In this case, it checks in the neighbor list if the packet has passed through the node, if it has taken this path earlier, then it takes a new route, thus eliminating the looping effect. 
IMPLEMENTATION
The network consists of N nodes, which are divided into four domains. The number of nodes in each domain is the subset of N . Each domain consists of uneven number of nodes. In all the four domains, each node broadcasts hello message to update the routing table with its neighbor information within the domain. Every node sends the hello message to one hop neighbor, before the first phase and there after the network is split into domains, and the path message is flooded to the neighboring nodes.
The neighbor node looks to the previous list and establishes the link between the source and the destination node. The location of the nodes within the domain is randomly changed for every i iterations so that it is difficult for the adversary to compromise with any node. Again, the routing table is updated with its neighbor information and the path is established between the source and the destination nodes. When we discover a random path from source node to a destination node, it is very difficult for the attacker to know the path, since, the random path is unique. Even if the attacker is successful in compromising the node, next path selected is random for the next packet; hence, complete data cannot be explored by the attacker.
Simulation and Performance Evaluation
In this section, the secure path establishment in multiple domain is simulated using the MATLAB on Windows Platform.
Simulation Setup
The node topology consists of 100m x 100m with 250 sensors deployed randomly and the transmission range is set to 50m. Simulation is performed for 50 runs with 1500 sec of simulation time.
Performance Evaluation
In PRP and NRRP algorithms, routing is done without special nodes. In our proposed MDRON and MDRWON algorithms, special nodes are computed using special node algorithms as discussed in Algorithm 1. Random path includes special node in each domain, which in turn enhances the packet delivery ratio as compared with PRP and NRRP. Multiple domains are not considered in PRP and NRRP. We have proposed the algorithms for both single and multiple Table 1 . Comparison of PRP, MDRON, NRRP and MDRWON is shown in Figure 1 . The variation of packet drop for different number of compromised nodes in the network is shown in Figure 1 . MDRON and MDRWON algorithms results better packet delivery ratio, as compared with PRP and NRRP.
In Figure 2 , when the percentage of the number of compromised nodes increase, the packet drop increases gradually. In MDRON, there is a chance of overlapping of nodes. In MDRWON, overlapping of nodes is avoided, hence, the packet drop reduces by 2% in MDRWON as compared with MDRON. The packet delivery ratio decreases proportionately with the increase in the percentage of the number of compromised nodes as observed in Figure 2 . The packet delivery ratio decreases by 8% in MDRON compared with MDRWON. Correspondingly, the throughput of the network reduces gradually with increase in the percentage of compromised nodes as observed in Figure 3 . The average delay of the packets reaching the destination increases with increase in the number of compromised nodes.
The delay of the packets reaching the destination is reduced in MDRON and MDRWON by 10% and 2% compared with PRP and NRRP respectively as shown in Figure 4 . 
CONCLUSIONS
Security is an important issue in WSNs. This paper proposes a Secure Multiple Domain Routing for Wireless Sensor Networks, that consists of a special node, in each domain, which helps in establishing secure communication. The algorithm discovers the route from one domain to another domain and within the domain which minimizes the effect of node compromise.
Here, We are communicating through special nodes, which inturn enhances the delivery ratio for multiple domains, as compared with previous algorithms, decreases packet drop that is caused by the compromised nodes, and increases throughput. Numerical results demonstrates that the performance is better interms of reduced packet drop, increases packet delivery and throughput by avoiding the node from compromising with the adversary. 
